
Beware of Holiday E-mail Scams 

As the holidays are approaching an increase in the number of e-mail scams are targeting 

organizations.  The great majority of these scams are being stopped by our security systems and 

San Bernardino County Superintendent of School but there are always the chance of some being 

delivered so please be cautious when reading your e-mails.  Below are some basic e-mail best 

practices to consider: 

 Do not click on links or attachments from senders that you do not recognize. Be 

especially wary of .zip or other compressed or executable file types. 

 Do not provide sensitive personal information (like usernames and passwords) over 

email. 

 Watch for email senders that use suspicious or misleading domain names. 

 If you can’t tell if an email is legitimate or not, please contact the Technology 

Department for assistance. 

 Below are some images of common e-mail scams where they create urgency or promise funds or 

refunds if you act by clicking provided link: 

 



 

 

If you have any questions of concerns, please do not hesitate to contact the Technology 

Department. 


