February 19, 2018
Re: Email Spoofing and Phishing

Dear Parents & Guardians,
The Mount Pleasant Area School District strives to protect our student, staff and
parent/guardian data. A few emails have gone out appearing to be from someone within the
district when they actually are not. We would like to take this opportunity to educate the public
on typical Spoofing and Phishing emails.
These emails, while they appear to be from someone you know because it has their name on it,
are not from that individual or their email account. They are coming from a random email
address account not from within their domain. This is commonly known as “Spoofing” or
“Phishing”. Individuals use this method in hopes of gaining the trust of the person it is being sent
to in order to try and gain personal data. The good news is, there are ways to determine this
rather easily.
The easiest way is to look at the “From:” field. If the email address is from someone you know, it
is more than likely from the individual sending it. If you do not recognize the email address, it is
probably not from the individual you may know. In our instance, if you see another email coming
from any other email address not ending with “@mpasd.net”, it is more than likely not from the
Mount Pleasant Area School District.
Attached, you will find two examples of what these emails look like. Please review this carefully.
If you receive any of these type of emails, please mark them as spam. If the email still appears
to be from an individual you may know and it looks suspicious, please notify that individual as
soon as possible to see if it is legitimate.
Thank you for your continued support of the Mount Pleasant Area School District.
Sincerely,

Scott Shaner
Director of Technology

Phishing Email Examples:

