Let’s work together
to keep kids safe while they’re online!
RSIS LMC Cyber Safety Unit Highlights for School AND Home
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It is often assumed that kids know what they’re doing with technology or that they
will at least figure it all out very quickly. The truth is that students are struggling
more than ever to make safe choices online. They are often surprised to learn
about the reasons behind common safety tips, and, even after they’ve been
informed of the risks, find that bad habits are really hard to change! That’s why I
think we need to work together to keep them safe. Below are some helpful
resources and highlights from our Cyber Safety Unit in LMC class. I hope that you
will find this helpful and will let me know if you need more information.

General Cyber Safety - Protecting Personal Information
No one wants to discover they have debt due to identity theft. Not only is it a
concern for the adults that understand the significance of protecting personal
information, but

young children, even infants, are 50 times more
likely to be victims of identity theft than some
adult age groups.

● Offers for loans or credit cards in the mail addressed to your child
● Financial accounts or credit history reports exist in their name
that you didn’t authorize
For more information visit t ransunion.com

General Cyber Safety - Avoiding Malware (Malicious Software)
Devices can get blamed for not
working properly when the
problem often stems from an
impulsive ‘click’ or download.
Common Malware sources:
game sites or sites offering
‘too good to be true’ free
content.
‘Simple’ sites (mentioned
below) refers to those of simple
construction and can be easily
hacked or embedded with
different forms of malware.

Suspicious files may be
emailed to you
disguised as something
you would likely trust.
Tainted downloads can
also be hiding in
tempting pop-up
windows or apps.
It’s a really good idea to
look up “information
about” or “reviews of”
new sites or apps being
considered for use.

General Cyber Safety - Avoiding Predators
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Predators often look for things posted online to claim they have in common with
young people. They are patient and work to gain trust over time, with the eventual
goal to meet in real life. Even when kids are smart enough to say no, if they post
where they go and what time, predators may be watching and waiting for them.
Privacy settings for social accounts need to be very carefully set up so that the
general public can’t see any of it.

nsteens.org

Bullying - Cyberbullying

Linked explanation of commonly confused terms: conflict vs. bullying

See some of the most common forms here.

Copyright Issues - in the Digital world
Common misunderstandings:
Many think that as long as they have paid
for their digital copy (song, movie, software,
etc) they can share it however and with
whoever they want. This is simply not the
case. Owning a copy doesn’t give the buyer
the right to copy and distribute freely. In some
cases (listed in fine print) the buyer may be
able to duplicate their purchase to use on
multiple devices. However, it is a copyright
infringement if the buyer gives those copies
away...even if they’re given away for free.
Accessing the same song on multiple devices
isn’t preventing additional sales, but giving
that song to friends or family is.
wikipedia.org

For more resources from our Cyber Safety unit, please visit:

RSISLMC.com - Cyber Safety page

Enjoy your summer break!!

